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Securing Modern
Networks

Unified View to Enhance Network Visibility,
Security, and Compliance

Solution Highlights

A single source of truth for assets is crucial to building a robust and adaptable cyber
resilience framework.

Correlate known vulnerabilities with your network device inventory, prioritize them
by risk, and reduce remediation effort and time.

Proactive device checks ensure compliance with industry standards (NIST, CIS) or
custom policies, automatically resolving issues before they affect the network.

Utilize a comprehensive automation library with over 3,000 prebuilt automations for
various devices and environments, enhancing team efficiency.
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The Challenge

As digital transformation accelerates and remote
work becomes the norm, businesses are adopting a
distributed workforce that relies on diverse network
environments, including physical and virtual devices
from various vendors across cloud and on-premises

infrastructure.

There has been a significant shift in Secure Access
Service Edge (SASE), moving networking into the
software layer through a software-defined network
approach (SDN). Device configuration management is
now cloud-based and dynamically pushed to devices,
meaning security is managed in two separate locations.

The diversity of device types and vendors complicates
network visibility, security, and compliance, especially
in cloud-managed environments. This expands

the attack surface for threat actors, increasing the
risk of unnoticed vulnerabilities and attacks.

e Cyber Resilience is Complex: On-prem and cloud
technologies must coexist to support remote work,
but ensuring cyber resilience across modern
networks is challenging without a centralized
system.

* Too Many Tools: Enterprises struggle with managing
various tools — cloud services, security applications,
and data security plans — while often overlooking
the vital network infrastructure that supports them.

* Limited Visibility: Many organizations lack visibility
into their diverse networks and configurations,
needing a unified view to improve security and

compliance.
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The Solution

BackBox provides a straightforward method

to continuously enhance network cyber

resilience through centralized, automated
security, compliance, and lifecycle management
for all network devices, whether on-premises

or cloud-managed. This offers organizations
improved visibility, compliance, and security

while saving time,

money, and resources.

Unified View for a
Consistent Experience

Realizing the importance of a comprehensive view

and a single source of truth for assets is essential

for building a robust and adaptable cyber resilience

framework. BackBox provides a unified view of modern

network infrastructure to help ensure visibility, security,

and compliance.
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Multi-vendor Vulnerability Intelligence

Only BackBox transforms raw vulnerability data into actionable insights. We correlate known
vulnerabilities with your network device inventory — whether on-prem or cloud-managed —
prioritize these vulnerabilities based on risk, and assist you in reducing the remediation effort
and time.
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Enforce Configuration Compliance

Validate device configurations against industry standards (NIST, CIS) or custom policies.
BackBox has you covered—it automates configuration audits and drift remediation across all
your network devices, whether on-prem or cloud-managed.

BACKUPS  TASKS  INTELLICHEKS  VARIABLES
s Seoor  Sympon @ Managecrows S =
Name “ Description v Sgratwetype v Tags .
Cisco x| |
Cisco->NX0S > 332 Configure Storm Control 332 Configure torm Control secury s Level 1, Level 2
Cisco-> NXOS > 3122 If Possile Limit the BGP Routes Accepted from Peers | 31,22 If Possible Limit the BGP Routes Accepted ro..  Security ais Level2
Cisco->NXOS > 1.2 If SNMPv21s n use set Rstrictions on Access 14216 SNMPv2 s inuse,set Restrictons on Access | Securty Level1,cis
Cisco-> NX0S > 211 Configure Control Plane Policing 211 Configure Control Plane Poliing securty ais Level 1
Cisco-> NXOS > 31111 Configue EIGRP Authentication on allIGRP Routing Dev... | 31.1.1 Configure EIGRP Authentication on llEIGRP ... | Security ais Level2
Cisco-> NX0S > 31121 Configure BGP to Log Neighbor Changes 31,21 Configure BGP to Log Neghbor Changes securty s Level 1, Level 2
Cisco-> NXOS > 1.45 Configure SNMP Source Interface fo Traps 145 Configure SNMP Source Iterface for Traps security s Level 1, Level 2
Cisco > 105 > Ensure DHCP snooping s configured on all trunked nterfaces Operations
Cisco->NXOS > 133 St password ifetime warning time and grace time foroca...| 133 Set password Ifetime, warning ime and grace .. | Security s Level 1, Level 2
€15C0 > NX0S > 41 without change 41 Configure Local Configuration Backup Schedule. | Securty s Level 1
Cisco->NXOS > 3141 f LAN interfaces have IP addreses configure anti spoof.. | 3141 f VLAN interfaces have IP acreses, configure .. | Security s Level 2, Level 1
Cisco > NXOS > 19 Use Dedlcated "mgmt- nterface and VRF for Administraive .. | 19 Use Dedicated ‘mgmt*nterface and VRF for Adrmi... Security s Level 1, Level 2
Cisco>NXOS-> 146 Do not Configure aRead Wrte SNMP Community Sring | 146 Donot Configure a Read Write SNMP Communit.. | Security s, Level 1, Level 2
Ciccor NXOS-> 1151 Fncue Syslo | asging s configret 1 51 Fnstee Sysiog agsing | configired Shcuriy s evel 1, ovel
Cisco-> NX0S > 351 Basi Fiber Channel Configuration 352 Basic Fiber Channel Configuration securty ais Level2
Cisco>NX05-> 331 Configure DHCP Trust 331 Configure DHCP Trust secury as, Level 1
Cisco-> NXOS > 122 Restrict Access to VTY Sessions 122 Restrit Access to VTY Sessions securty Level1,CI5,Level 2
Cisco -> NXOS -> 1.8.2 Disable iPXE (Pre-boot eXecution Environment) 182 Disable iPXE (Pre-boot eXecution Environment) Security CIS, Level 1, Level 2
Cisco->NX0S > 143 Configure SNMPV3 143 Configure SNMPV3 securiy s Level 1, Level 2
Total ems: 1828 (showing fems: 399)
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Automation Workflows Across
All Devices & Environments

BackBox integrates seamlessly into standard workflows, allowing you to quickly open trouble
tickets, resolve compliance violations, and streamline compliance audits, ensuring smooth and

secure operations.
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i Sopon impor

' Access Restriction

Name ™ Description v Tags

Upgrade

Cisco - 105-XE -» FTP -» Upgrade(Switch on Install Mo... | 105-XE upgyade with clearing past 105 image from flash Upgrade, Cisco
DrayTek > Vigor > Firmuare Upgrade Uperade
Cisco-> ASA -> SCP -> Upgrade n one Phase ASA upgrade without clearing past ASA image from flash Upgrade, Cisco
Cisco-> ASA-> ASDM Upgrade Phase 2 Upsrade ASDM image (Use 105 Upgrade Phase 1 to send ) Upgrace, Cisco
FS-> Biglp > SSH -> Upgrada Standalona Step 2 Upgrada Upgrade, S
5 -> BiglP > SSH > Upgrade Standalone Step 1 Image Upload Upgrade,FS
Cisco-> Nexus 9K - Upgrade Upgrade Upgrade, Cisco
Cisco > Nowws SK > Upgrade Upgrade Upgrade, Cisco

Cisco-> ASA > HTTPS -> Cluster Upgrade Phase 1
Cisco > 105 > Telnet/TFTP > Upgrade

Cisco-> 105X -> Version 16.x-> SCP - Downgrade 0.
Cisco > I05-XE > Version 16.x-> SCP > Upgrade [05-X.
Cisco-> 10S-XE -> Version 3x 0 16.x > TFTP -> Upgrad
Ciscw > FMC > Upgrade

Cisca=> FTD > Upgrade HA Step 3

Cisco-> FTD -> Upgrade HA Step 2

Cisco-> FTD->

grade HA Step 1

Cisco > FTD >
Cisco -> ASA -> SCP -> Cluster Upgrade Phase 1

Uisco-> AYA > SCP -> Standalone Upgrade Phase 1

Upload 105 image in device

105 upgrade without clearing past 105 image from flash

105 upgrade without clearing past 105 image from flash
105 upgrade without clearing past 105 image from flash
Upgrade FMC

Fix HA stafus

Upgrade both devices and reboot in sequence

Upload 105 Image to devices

Upgrade FTD device managed by FMC

Upload 105 image n device

Upload 105 image in device

Upgrade, Cisco
Upgrade, Cisco
Upgrade, Cisco
Upgrade, Cisco
Upgrade, Cisco
Upgrade, Cisco
Upgrade, Cisco
Upgrade, Cisco
Upgrade, Cisco
Upgrade, Cisco
Upgrade, Cisco

Upgrade, Uisco
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Total items: 579 (Showing ftems: 89)

Visibility Into Your Full
Infrastructure Lifecycle

BackBox provides comprehensive lifecycle state management for your modern network
infrastructure, enabling teams to onboard, promote, and manage devices throughout the
entire network. Lifecycle states such as Staging, Actively Managed, Maintenance, and Ignored
are available directly in device metadata and support automation behavior, compliance checks,

and license allocation.

All Managed Devices

AN 12 aging 4 Active 7 1
HAME i VENDOR LIFECYCLEST.. | LAST BACKUP BACKUP STATUS SITE COMPLIANCE STATUS
Cisco Meraki MX Cisca Syste..  Staging 12-02-2025 06:00 Giobal
Cisco Meraki MX Cisco Syste..  Active 11-02-2025 06:00  Failed Backup Luxembourg Fail
Clsco Meraki MR Gisco Syste..  Staging 11-02-2025 0415 Luxembourg
Cisco Meraki MR Gisca Syste..  Active 10-02-2025 0B:00  Successful Backup Omnicorp Fass
Cisco ASA Cisca Syste..  Active 09-02-2025 06:00  Changed from Previous Omnicorp Pass
Clsco ASA Cisco Syste, Maintenance 09-01-2025 06:00  Falled Backup Cyberdyne Systems: Pass
Cisco Catalyst Series SNOL Cisca Syste...  Staging 09-02-2025 06:00 Choam
Cisco Wireless LAN Contro Cisco Syste..  Activa 11-02-2025 0415 Suspected Backup Luxembcurg Fail
Fortinet Fortigate Fortinat Staging 09-02-2025 06:00 Glabal
Juniper VSRX duniper Active 10-02-2025 06:00  Successful Backup omnicom Pass
Palo Alto WM Palg Alto Net... Active 09-02-202506:00  Changed from Previous ~Cyberdyne Systems Pass
Pulse Secure Pulse Secura  Active 09-02-202506:00  Successful Backup Luxembourg Fail

Total: 12
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SASE Integration

Our integration with Cisco Meraki MX, MR, and MS devices captures inventory details and
configuration parameters available through the Meraki portal to simplify operational tasks.

This integration allows users to:

* Manage Meraki devices alongside other network infrastructure devices using a single
platform.

e Effortlessly adjust Meraki integration settings within BackBox.
e Schedule regular device imports, specifying which Meraki device types to include.

* Import devices into a staging environment to validate compliance prior to deployment in
production.

e |dentify orphaned devices (previously imported but no longer present) to ensure inventory
accuracy.

* Validate Meraki device configurations against industry standards (NIST, CIS) or custom
policies.

* Detect and identify vulnerabilities in Meraki devices and take proactive measures.

@  import Meraki Devices

=13 IJ-I"l_i =
Organization ID *

64525278345
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B T

Type to Import *

Bvx @ MR B MS
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About BackBox

Over 500 enterprises worldwide trust BackBox as their preferred network cyber
resilience platform. BackBox supports network devices from over 180 vendors,
offering thousands of pre-built automations and a no-code way to create new

ones. BackBox empowers teams with the confidence to automate critical network
processes, maintain business continuity during disruptions, and recover swiftly. From
backups and OS updates to configuration compliance and vulnerability management,
BackBox ensures that automations deliver consistent, reliable outcomes.


http://www.backbox.com

